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COMMENTS OF McCAW CELLULAR COMMUNICATIONS, INC.

McCaw Cellular Communications, Inc. ("McCaw")! hereby submits its
comments in support of the joint proposals of the Mobile and Personal Communications
Division of the Telecommunications Industry Association ("TIA") and the Cellular
Telecommunications Industry Association ("CTIA") for limited modification of Section

22.919 of the Commission’s Rules.? McCaw believes that adoption of the limited

! McCaw is a wholly-owned subsidiary of AT&T Corp.

2 See Joint Reply of the Mobile and Personal Communications Division of the
Telecommunications Industry Association and the Cellular Telecommunications
Industry Association, CC Dkt. No. 92-115 (filed Feb. 2, 1995) ("TIA/CTIA Joint
Reply"). These comments are being submitted pursuant to the Commission’s Order,
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revisions set forth by TIA and CTIA will retain critical safeguards against fraudulent
cellular usage while seeking to accommodate legitimate needs for alteration of cellular
telephone electronic serial numbers ("ESNs").

McCaw viewed adoption of new Section 22.919, which embodies previously
established Commission policy and practice, as an essential step in combatting cellular
fraud. McCaw accordingly opposed efforts to modify or undercut this rule in the
petitions for reconsideration of the Part 22 Rewrite Order.> McCaw did observe,

however, that the Commission could resolve any uncertainties by "clarify[ing] that

2(...continued)
DA 95-402 (Mar. 2, 1995) ("Extension Order") in connection with the petitions for
reconsideration of the Report and Order in the above-captioned proceeding, 9 FCC Red
6513 (1994) ("Part 22 Rewrite Order"). McCaw understands that no additional
submission, as contemplated by the Extension Order, was made by TIA and CTIA, and
thus only proposals contained in the TIA/CTIA Joint Reply are the subject of these
comments. See Extension Order, { 4.

3 See Comments of McCaw Cellular Communications, Inc. on Petitions for

Reconsideration and Clarification, CC Dkt. No. 92-115, at 4-16 (filed Jan. 20, 1995)
("McCaw Reconsideration Comments"); Celltek Corporation Petition for
Reconsideration to Proposed Changes to FAR 22.919; Cellular Paging Systems, Inc.
Petition for Reconsideration; Petition for Reconsideration of C-Two-Plus Technology,
Inc.; Petition for Reconsideration of The Ericsson Corporation; Zachary Len Gibson
Petition for Reconsideration; Edwin G. Jones Petition for Reconsideration; MTC
Communications Petition for Reconsideration; Sound & Cell Petition for
Reconsideration to Proposed Changes to FAR 22.919; M.C. Stephan Petition for
Reconsideration; the Mobile and Personal Communications 800 Section of the
Telecommunications Industry Association Petition for Clarification and
Reconsideration.



software and firmware upgrades to phones that are not associated with the ESN are
permitted."*
TIA and CTIA have suggested modifications to Section 22.919 that would:

(a) require that cellular mobile equipment receiving Type

Acceptance approval after July 1, 1995 comply with industry

authentication standards, and (b) allow manufacturers to transfer

ESNs in connection with normal repair and service upgrade

activities provided that (i) the unit’s original factory-set ESN is

utilized at all times to uniquely identify the unit, and (ii) if the

unit has been activated for service on a carrier’s system, any

transfer of an ESN assigned to that unit must take place at a

location owned and operated by the unit’s manufacturer.’
With respect to authentication procedures, McCaw continues to agree that such
protocols in fact eventually will play an important role in controlling cellular fraud.S
McCaw accordingly concurs in the recommendation that all cellular mobile transmitters
receiving type acceptance approval after July 1, 1995, be required to comply with
industry standards regarding authentication. At the same time, authentication alone is
not an adequate substitute for the limitations on ESN manipulation embodied in Section
22.919 -- which the TIA and CTIA joint proposal appears to recognize. This is the

case because some systems may lack the capabilities necessary to deploy the

authentication activities described by TIA and CTIA well into the future.

4 McCaw Reconsideration Comments at 15.

5 TIA/CTIA Joint Reply at 4 (italics in original; footnote omitted). TIA and
CTIA contemplate that the manufacturer rights would extend to a manufacturer’s
commonly owned and controlled affiliates. Id. at 4 n.9.

6 See McCaw Reconsideration Comments at 15.



McCaw also does not oppose the revisions to the rule intended to permit
"manufacturers to undertake certain unit repair and upgrade activities without

"7 The Commission

compromising the effectiveness of the FCC’s anti-fraud rules.
should ensure, however, that any exceptions to the general prohibitions contained in
Section 22.919 on ESN alteration, transfer, removal, or manipulation must be both
carefully crafted and strictly enforced. As the Commission is well aware, as soon as
one loophole is closed, perpetrators of cellular and other telecommunications fraud find
another means to pursue their illicit activities. The Commission must ensure that any
revised rule section concerning ESNs does not somehow, regardless of the intentions of
TIA and CTIA, open the door for fraudulent use of cellular phone service.

For the reasons stated above and in its earlier comments on the reconsideration

petitions, McCaw supports limited modification to Section 22.919 of the Commission’s

Rules as suggested by TIA and CTIA, but also urges the Commission otherwise to

7 TIA/CTIA Joint Reply at 7. For example, the United States District Court for
the Southern District of Texas recently issued a preliminary injunction (a copy of which
is attached) determining that emulation violates the Commission’s policies and enjoining
the defendants from emulating the ESNs of cellular telephones where Houston Cellular
Telephone Company is the carrier.



maintain the limitations on ESN manipulation due to their importance in Commission

and industry efforts to combat cellular fraud.

Respectfully submitted,

McCAW CELLULAR
COMMUNICATIONS, INC.

By: W&% d

Cathleen A. Massey

Vice President - External Affairs
McCAW CELLULAR
COMMUNICATIONS, INC.
1150 Connecticut Ave., N.-W.
4th Floor

Washington D.C. 20036

(202) 223-9222

April 3, 1995
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JoHN C. ReELYON, Doing Business xs Both
~ Call Thme Colhsiar md Astion Celkulsr wnd
DANNY HART, Dolng Business as
Action Colluler and

ACTION Tt AR RXTRNSION, Inc.,

¥nited BStates Btstrict Gourt
Boteist of Tezun
ouston  Wotston
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UIMTED STATES DMTRICT! COUmT
\N SOUTHERN DISTRICT OF TEXAS
ENTERED

MAR17 w05
. Michas! N, My, Crorn

Photiff,
CviL AcTa. H-854617
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Dathadents.

a
!

A Findings.

Based on the stipolations and ovidence, the cont nmukes these fndings:

1 Joha C. Nelson, ¥, who fue done business as Cell Time Celluler snd wit is a

represontative of Action Cethultr Extensions, Ine., has engaged in the sumiation of
the clectronda serial mumbers of osliuler telaphoncs sinte August 9, 1994

2 DasiciK Fat, w1 represeatative of Action Coliular Extensions, 06, ks capagod
. —mfgxﬁglﬁg&%&%;g

3. Action Celluler Extemions, Inc., has sngaged to ?% of'the slectronic serial

ounbers of cetiuler telephones sinos Ducenbor 15

4 On May 4, 1541, after notios is the Federal Register, tho Foderal Contmeiamions

gggggs&c se of'the Bands $25-345 MHx aad §70-990
Egggiigsgngﬂﬂf
Coramission’s ?.fwa-u& Celular Commanications Systems. (86 F.CC. 24
AU %?E%ﬁ?%ﬁgtg
telephone lmve s unigue dlectromic serin) sumber, ?o&ﬂ‘u% Om
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Fedarsl Register on My 21, 1981 (46 Red. Rag. 27655) with carrections oo June 16,
1981 (46 Red. Rag. 31417).

$.  On Septomber 9, 1954, sfter notice i the Federa! Register, the POC imued the

Reviion of Part 22 of the Commisslon Rules Governing the Public Moblls Sarvices
(9 FOC Rod 6513 (1994). This FCC order was published in the Pederal Reglster on
November {7, 1994 (39 Fed. Reg. 59502).

6.  Houston Cellvisr hes suffirod irrepaable demage 5 8 consequence of dofeaduts”

culation of the electronic serial sumbers of calluler salephorey for which it is the
cwrier. The defendants’ actions have depiived Houstoo Cellulsr of monthly wooess
chages wd othor per wait chergon s curtoucrs would owe For additionsl
connections.

7. Although the dumege is describsble, Houston Collular cannot refiebly quantily i,

8 The acts of the deftndms are amlogous 1o thelr having instalied unsuthorized acoess

to & cablo television netwark. This pirscy injores the utlity aad its legithmate
CLUEOMSTS.

9, gggg&?iogwiicw

the restriotions this mjunction imposes on Nelson snd Hart,

B. Conclosions.

1. The FOC arders wers reguiarly mads, publised in the Fodorsl Register, and served

on dcfondants by publicetion. 3 U.S.C. § 5520X1). See also, Fed. Crop Ins. v.
Merril, 332 U.S. 380, 334-85 (1547).

2. Thass orders adopted by the FOU constitute orders within the memting of § 403(0)

(47 U.S.C. § 201 (1)) of the Corwmmiction Act of 1934.

3. Enwistion of the slsctronlo sartal nambsers of celislar velephones by Nelson , Hart, and

Action Cellular Extensions, Inc., violstes the two FCC orders.

4. Section 401(b) of the Communication Act of 1934 expressly suthodens injunctive

volief for & pasty injured by discbediancs of sa FOC order. The prerequisice of
ggiﬁf%&a&&ﬁ&ii s exprossly
suthorised by statute. Unied Sictes v. Hayes It 03? 5 ¥2d 1038, 1048 (Sth
Cir. 1960X, Greshan v Windrush Partwers, A0 24 1417, 1423 (11th Cir. 1084).
Although Houston Ceiklar need only demonstrate that it Eggsg
this mandard, having found that it was n fhct irveparably infuted by defondants’ acts

and in an ymount not suscoptible to caloulation, the court concludes that inkmctive
relier'ty svallable st cOMmOn Iavy.
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This testriction binde them and 21l those who wmy isowingly oct in conceyt with them,
including enployees, agemts, and conpumers,

I Specifically, the defedsnts ace enjoined Som siering, trassfierring, emulating oc

A All By, filey, records, or other infornution vontsining oRaWe,
e8drosses, of talephone oubers of eutities for whom they sltered,
tranaferred, ermtinted, o murdpuisiod the alectronic sexlyl nambers of
collular telephones from Janoary !, 1990, to March 15, 1995.

B. E&igzgﬁ&ﬁgﬂs&i

servies  the public for stering, tamferring, emwilsting, of
wmanipulsting the electronic serial nombess of cellular tefephonss.

C.  Dowunants in thelr possession thet identlfy othor crtitics which offor
sesvices to alter, wwamdly, elate or E%Goglu& :
rumbers of cellular talephones. o

D. Documents evincing 2 business relation or traamction with
Inc.

B. A complets eopy of sl date on eny sorage mediun, tacluding paper-
based, ficed-disk, and resnovable-disk deta (hard, .ﬂdstpg

3. Withthe exception of Houston Celular subactibers’ service orders or comtracts, the
dafendants are eatitied 10 retain e originels of those dooumnents, providiag Heuston
Celtular with photocopies.  The defendants may retain photocopiss of ths Houstos
Celiutar subscribers’ servics ordkrs or contradts oaly for the purpose of assisting in
yorenwiation. The defendants wiil survender 1o Houston Colivinr ol phatosopies at
the completion of the re-omilation of upon wittten request of Houston' Cellular.

PAGE
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4. This order does not require that the defndants producs C2+ Technology, Inc.,
proprietary information, equiprossX, or accoesaries b wty form.

s. Thisls o final judgment The court rotams jurisdiction 1o enflrce the injimction and
the yaciement fioen which & wope,

Signed March 15, 1995, at Houston, Texzs,

LymN Hughes *
Unlted Stetes District Judge
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CERTIFICATE OF SERVICE

I, Robin Walker, hereby certify that I have caused a copy of the foregoing
Comments of McCaw Cellular Communications, Inc. to be served this 3rd day of
April 1995, by first class mail, postage prepaid, to the persons set forth below.

Michael F. Altschul, Esq.

Randall S. Coleman

Andrea D. Williams, Esq.

Cellular Telecommunications
Industry Assocation

1250 Connecticut Ave., N.W.

Suite 200

Washington, D.C. 20036

Grier C. Raclin, Esq.

Anne M. Stamper, Esq.
Gardner, Carton & Douglas
1301 K Street, N.W.

Suite 900, East Tower
Washington, D.C. 20005

Ao Walkir

Robin Walker




